
PCI DSS Requirements Testing Procedures Guidance  

2.2.3 Implement additional security features for 
any required services, protocols, or daemons 
that are considered to be insecure—for 
example, use secured technologies such as 
SSH, S-FTP, TLS, or IPSec VPN to protect 
insecure services such as NetBIOS, file-
sharing, Telnet, FTP, etc.  

Note: SSL and early TLS are not considered 
strong cryptography and cannot be used as a 
security control after June 30, 2016. Prior to 
this date, existing implementations that use 
SSL and/or early TLS must have a formal Risk 
Mitigation and Migration Plan in place.  

Effective immediately, new implementations 
must not use SSL or early TLS.  

POS POI terminals (and the SSL/TLS 
termination points to which they connect) that 
can be verified as not being susceptible to any 
known exploits for SSL and early TLS may 
continue using these as a security control after 
June 30, 2016. 

2.2.3.a Inspect configuration settings to verify 
that security features are documented and 
implemented for all insecure services, 
daemons, or protocols.  

Enabling security features before new servers 
are deployed will prevent servers being 
installed into the environment with insecure 
configurations.  

Ensuring that all insecure services, protocols, 
and daemons are adequately secured with 
appropriate security features makes it more 
difficult for malicious individuals to take 
advantage of commonly used points of 
compromise within a network.  

Refer to industry standards and best practices 
for information on strong cryptography and 
secure protocols (e.g., NIST SP 800-52 and 
SP 800-57, OWASP, etc.).  

Regarding use of SSL/early TLS: Entities using 
SSL and early TLS must work towards 
upgrading to a strong cryptographic protocol 
as soon as possible. Additionally, SSL and/or 
early TLS must not be introduced into 
environments where they don’t already exist. 
At the time of publication, the known 
vulnerabilities are difficult to exploit in POS 
POI payment environments. However, new 
vulnerabilities could emerge at any time, and it 
is up to the organization to remain up-to-date 
with vulnerability trends and determine 
whether or not they are susceptible to any 
known exploits.  

Refer to the PCI SSC Information Supplement 
Migrating from SSL and Early TLS for further 
guidance on the use of SSL/early TLS.  
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 2.2.3.b For POS POI terminals (and the 
SSL/TLS termination points to which they 
connect) using SSL and/or early TLS and for 
which the entity asserts are not susceptible to 
any known exploits for those protocols:  

Confirm the entity has documentation (for 
example, vendor documentation, 
system/network configuration details, etc.) that 
verifies the devices are not susceptible to any 
known exploits for SSL/early TLS.  

 

 2.2.3.c For all other environments using SSL 
and/or early TLS:  

Review the documented Risk Mitigation and 
Migration Plan to verify it includes:  

• Description of usage, including what data 
is being transmitted, types and number of 
systems that use and/or support SSL/early 
TLS, type of environment;  

• Risk-assessment results and risk-reduction 
controls in place;  

• Description of processes to monitor for 
new vulnerabilities associated with 
SSL/early TLS;  

• Description of change control processes 
that are implemented to ensure SSL/early 
TLS is not implemented into new 
environments;  

• Overview of migration project plan 
including target migration completion date 
no later than June 30, 2016. 

 



2.3 Encrypt all non-console administrative 
access using strong cryptography. Use 
technologies such as SSH, VPN, or TLS for 
web-based management and other non-
console administrative access.  

Note: SSL and early TLS are not considered 
strong cryptography and cannot be used as a 
security control after June 30, 2016. Prior to 
this date, existing implementations that use 
SSL and/or early TLS must have a formal Risk 
Mitigation and Migration Plan in place.  

Effective immediately, new implementations 
must not use SSL or early TLS.  

POS POI terminals (and the SSL/TLS 
termination points to which they connect) that 
can be verified as not being susceptible to any 
known exploits for SSL and early TLS may 
continue using these as a security control after 
June 30, 2016.  

2.3 Select a sample of system components 
and verify that non-console administrative 
access is encrypted by performing the 
following: 

If non-console (including remote) 
administration does not use secure 
authentication and encrypted communications, 
sensitive administrative or operational level 
information (like administrator’s IDs and 
passwords) can be revealed to an 
eavesdropper.  

A malicious individual could use this 
information to access the network, become 
administrator, and steal data.  

Clear-text protocols (such as HTTP, telnet, 
etc.) do not encrypt traffic or logon details, 
making it easy for an eavesdropper to intercept 
this information. 

To be considered “strong cryptography,” 
industry-recognized protocols with appropriate 
key strengths and key management should be 
in place as applicable for the type of 
technology in use. (Refer to "strong 
cryptography” in the PCI DSS and PA-DSS 
Glossary of Terms, Abbreviations, and 
Acronyms, and industry standards and best 
practices such as NIST SP 800-52 and SP 
800-57, OWASP, etc.) 

Regarding use of SSL/early TLS: Entities using 
SSL and early TLS must work towards 
upgrading to a strong cryptographic protocol 
as soon as possible. Additionally, SSL and/or 
early TLS must not be introduced into 
environments where they don’t already exist. 
At the time of publication, the known 
vulnerabilities are difficult to exploit in POS 
POI payment environments. However, new 
vulnerabilities could emerge at any time, and it 
is up to the organization to remain up-to-date 
with vulnerability trends and determine 
whether or not they are susceptible to any 
known exploits. 

Refer to the PCI SSC Information Supplement 
Migrating from SSL and Early TLS for further 
guidance on the use of SSL/early TLS. 
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 2.3.a Observe an administrator log on to each 
system and examine system configurations to 
verify that a strong encryption method is 
invoked before the administrator’s password is 
requested. 

 

 2.3.b Review services and parameter files on 
systems to determine that Telnet and other 
insecure remote-login commands are not 
available for non-console access. 

 

 2.3.c Observe an administrator log on to each 
system to verify that administrator access to 
any web-based management interfaces is 
encrypted with strong cryptography. 

 

 2.3.d Examine vendor documentation and 
interview personnel to verify that strong 
cryptography for the technology in use is 
implemented according to industry best 
practices and/or vendor recommendations. 

 

 2.3.e For POS POI terminals (and the 
SSL/TLS termination points to which they 
connect) using SSL and/or early TLS and for 
which the entity asserts are not susceptible to 
any known exploits for those protocols: 

Confirm the entity has documentation (for 
example, vendor documentation, 
system/network configuration details, etc.) that 
verifies the devices are not susceptible to any 
known exploits for SSL/early TLS. 

 



 2.3.f For all other environments using SSL 
and/or early TLS: 

Review the documented Risk Mitigation and 
Migration Plan to verify it includes: 

• Description of usage, including what data 
is being transmitted, types and number of 
systems that use and/or support SSL/early 
TLS, type of environment; 

• Risk-assessment results and risk-reduction 
controls in place; 

• Description of processes to monitor for 
new vulnerabilities associated with 
SSL/early TLS; 

• Description of change control processes 
that are implemented to ensure SSL/early 
TLS is not implemented into new 
environments; 

• Overview of migration project plan 
including target migration completion date 
no later than June 30, 2016. 

 



3.2.1 Do not store the full contents of any track 
(from the magnetic stripe located on the back 
of a card, equivalent data contained on a chip, 
or elsewhere) after authorization. This data is 
alternatively called full track, track, track 1, 
track 2, and magnetic-stripe data.  

Note: In the normal course of business, the 
following data elements from the magnetic 
stripe may need to be retained:  

• The cardholder’s name  
• Primary account number (PAN)  
• Expiration date  
• Service code  
To minimize risk, store only these data 
elements as needed for business. 

3.2.1 For a sample of system components, 
examine data sources including but not limited 
to the following, and verify that the full contents 
of any track from the magnetic stripe on the 
back of card or equivalent data on a chip are 
not stored after authorization: 

• Incoming transaction data 
• All logs (for example, transaction, history, 

debugging, error) 
• History files 
• Trace files 
• Several database schemas 
• · Database contents. 

If full track data is stored, malicious individuals 
who obtain that data can use it to reproduce 
payment cards and complete fraudulent 
transactions. 

3.2.2 Do not store the card verification code or 
value (three-digit or four-digit number printed 
on the front or back of a payment card used to 
verify card-not-present transactions) after 
authorization. 

3.2.2 For a sample of system components, 
examine data sources, including but not limited 
to the following, and verify that the three-digit 
or four-digit card verification code or value 
printed on the front of the card or the signature 
panel (CVV2, CVC2, CID, CAV2 data) is not 
stored after authorization: 

• Incoming transaction data 
• All logs (for example, transaction, history, 

debugging, error) 
• History files 
• Trace files 
• Several database schemas 
• Database contents. 

The purpose of the card validation code is to 
protect "card-not-present" transactions—
Internet or mail order/telephone order (MO/TO) 
transactions—where the consumer and the 
card are not present. 

If this data is stolen, malicious individuals can 
execute fraudulent Internet and MO/TO 
transactions. 
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3.2.3 Do not store the personal identification 
number (PIN) or the encrypted PIN block after 
authorization. 

3.2.3 For a sample of system components, 
examine data sources, including but not limited 
to the following and verify that PINs and 
encrypted PIN blocks are not stored after 
authorization: 

• Incoming transaction data 
• All logs (for example, transaction, history, 

debugging, error) 
• History files 
• Trace files 
• Several database schemas 
• Database contents. 

These values should be known only to the card 
owner or bank that issued the card. If this data 
is stolen, malicious individuals can execute 
fraudulent PIN-based debit transactions (for 
example, ATM withdrawals). 



3.4 Render PAN unreadable anywhere it is 
stored (including on portable digital media, 
backup media, and in logs) by using any of the 
following approaches: 

• One-way hashes based on strong 
cryptography, (hash must be of the entire 
PAN) 

• Truncation (hashing cannot be used to 
replace the truncated segment of PAN) 

• Index tokens and pads (pads must be 
securely stored) 

• Strong cryptography with associated key-
management processes and procedures.  

Note: It is a relatively trivial effort for a 
malicious individual to reconstruct original PAN 
data if they have access to both the truncated 
and hashed version of a PAN. Where hashed 
and truncated versions of the same PAN are 
present in an entity’s environment, additional 
controls must be in place to ensure that the 
hashed and truncated versions cannot be 
correlated to reconstruct the original PAN. 

3.4.a Examine documentation about the 
system used to protect the PAN, including the 
vendor, type of system/process, and the 
encryption algorithms (if applicable) to verify 
that the PAN is rendered unreadable using any 
of the following methods: 

• One-way hashes based on strong 
cryptography, 

• Truncation 
• Index tokens and pads, with the pads 

being securely stored 
•  Strong cryptography, with associated key-

management processes and procedures. 

PANs stored in primary storage (databases, or 
flat files such as text files spreadsheets) as 
well as non-primary storage (backup, audit 
logs, exception or troubleshooting logs) must 
all be protected. 

One-way hash functions based on strong 
cryptography can be used to render cardholder 
data unreadable. Hash functions are 
appropriate when there is no need to retrieve 
the original number (one-way hashes are 
irreversible). It is recommended, but not 
currently a requirement, that an additional, 
random input value be added to the cardholder 
data prior to hashing to reduce the feasibility of 
an attacker comparing the data against (and 
deriving the PAN from) tables of pre-computed 
hash values. 

The intent of truncation is to permanently 
remove a segment of PAN data so that only a 
portion (generally not to exceed the first six 
and last four digits) of the PAN is stored. 

An index token is a cryptographic token that 
replaces the PAN based on a given index for 
an unpredictable value. A one-time pad is a 
system in which a randomly generated private 
key is used only once to encrypt a message 
that is then decrypted using a matching one-
time pad and key. 

The intent of strong cryptography (as defined 
in the PCI DSS and PA-DSS Glossary of 
Terms, Abbreviations, and Acronyms) is that 
the encryption be based on an industry-tested 
and accepted algorithm (not a proprietary or 
"home-grown" algorithm) with strong 
cryptographic keys. 

By correlating hashed and truncated versions 
of a given PAN, a malicious individual may 
easily derive the original PAN value. Controls 
that prevent the correlation of this data will 
help ensure that the original PAN remains 
unreadable. 
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 3.4.b Examine several tables or files from a 
sample of data repositories to verify the PAN is 
rendered unreadable (that is, not stored in 
plain-text). 

 

 3.4.c Examine a sample of removable media 
(for example, back-up tapes) to confirm that 
the PAN is rendered unreadable. 

 

 3.4.d Examine a sample of audit logs to 
confirm that the PAN is rendered unreadable 
or removed from the logs. 

 

 3.4.e If hashed and truncated versions of the 
same PAN are present in the environment, 
examine implemented controls to verify that 
the hashed and truncated versions cannot be 
correlated to reconstruct the original PAN. 

 

3.5.2 Store secret and private keys used to 
encrypt/decrypt cardholder data in one (or 
more) of the following forms at all times: 

• Encrypted with a key-encrypting key that is 
at least as strong as the data-encrypting 
key, and that is stored separately from the 
data-encrypting key 

• Within a secure cryptographic device (such 
as a hardware (host) security module 
(HSM) or PTS-approved point-of-
interaction device) 

• As at least two full-length key components 
or key shares, in accordance with an 
industry-accepted method  

Note: It is not required that public keys be 
stored in one of these forms. 

3.5.2.a Examine documented procedures to 
verify that cryptographic keys used to 
encrypt/decrypt cardholder data must only 
exist in one (or more) of the following forms at 
all times. 

• Encrypted with a key-encrypting key that is 
at least as strong as the data-encrypting 
key, and that is stored separately from the 
data-encrypting key 

• Within a secure cryptographic device (such 
as a hardware (host) security module 
(HSM) or PTS-approved point-of-
interaction device) 

• As key components or key shares, in 
accordance with an industry-accepted 
method 

Cryptographic keys must be stored securely to 
prevent unauthorized or unnecessary access 
that could result in the exposure of cardholder 
data. 

It is not intended that the key-encrypting keys 
be encrypted, however they are to be 
protected against disclosure and misuse as 
defined in Requirement 3.5. If key-encrypting 
keys are used, storing the key-encrypting keys 
in physically and/or logically separate locations 
from the data-encrypting keys reduces the risk 
of unauthorized access to both keys. 



 3.5.2.b Examine system configurations and 
key storage locations to verify that 
cryptographic keys used to encrypt/decrypt 
cardholder data exist in one (or more) of the 
following form at all times. 

• Encrypted with a key-encrypting key 
• Within a secure cryptographic device (such 

as a hardware (host) security module 
(HSM) or PTS-approved point-of-
interaction device) 

• As key components or key shares, in 
accordance with an industry-accepted 
method 

 

 3.5.2.c Wherever key-encrypting keys are 
used, examine system configurations and key 
storage locations to verify: 

• Key-encrypting keys are at least as strong 
as the data-encrypting keys they protect 

• Key-encrypting keys are stored separately 
from data-encrypting keys. 

 



3.6 Fully document and implement all key-
management processes and procedures for 
cryptographic keys used for encryption of 
cardholder data, including the following:  

Note: Numerous industry standards for key 
management are available from various 
resources including NIST, which can be found 
at http://csrc.nist.gov. 

3.6.a Additional testing procedure for service 
provider assessments only: If the service 
provider shares keys with their customers for 
transmission or storage of cardholder data, 
examine the documentation that the service 
provider provides to their customers to verify 
that it includes guidance on how to securely 
transmit, store, and update customers’ keys, in 
accordance with Requirements 3.6.1 through 
3.6.8 below. 

The manner in which cryptographic keys are 
managed is a critical part of the continued 
security of the encryption solution. A good key-
management process, whether it is manual or 
automated as part of the encryption product, is 
based on industry standards and addresses all 
key elements at 3.6.1 through 3.6.8. 

Providing guidance to customers on how to 
securely transmit, store and update 
cryptographic keys can help prevent keys from 
being mismanaged or disclosed to 
unauthorized entities. 

This requirement applies to keys used to 
encrypt stored cardholder data, and any 
respective key-encrypting keys.  

Note: Testing Procedure 3.6.a is an additional 
procedure that only applies if the entity being 
assessed is a service provider. 

 3.6.b Examine the key-management 
procedures and processes for keys used for 
encryption of cardholder data and perform the 
following: 
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4.1 Use strong cryptography and security 
protocols (for example, TLS, IPSEC, SSH, 
etc.) to safeguard sensitive cardholder data 
during transmission over open, public 
networks, including the following: 

• Only trusted keys and certificates are 
accepted. 

• The protocol in use only supports secure 
versions or configurations. 

• The encryption strength is appropriate for 
the encryption methodology in use.  

Note: SSL and early TLS are not considered 
strong cryptography and cannot be used as a 
security control after June 30, 2016. Prior to 
this date, existing implementations that use 
SSL and/or early TLS must have a formal Risk 
Mitigation and Migration Plan in place. 
Effective immediately, new implementations 
must not use SSL or early TLS. POS POI 
terminals (and the SSL/TLS termination points 
to which they connect) that can be verified as 
not being susceptible to any known exploits for 
SSL and early TLS may continue using these 
as a security control after June 30, 2016. 

Examples of open, public networks include but 
are not limited to:  

• The Internet  
• Wireless technologies, including 802.11 

and Bluetooth  
• Cellular technologies, for example, Global 

System for Mobile communications (GSM), 
Code division multiple access (CDMA)  

• General Packet Radio Service (GPRS)  
• Satellite communications 

4.1.a Identify all locations where cardholder 
data is transmitted or received over open, 
public networks. Examine documented 
standards and compare to system 
configurations to verify the use of security 
protocols and strong cryptography for all 
locations. 

Sensitive information must be encrypted during 
transmission over public networks, because it 
is easy and common for a malicious individual 
to intercept and/or divert data while in transit. 

Secure transmission of cardholder data 
requires using trusted keys/certificates, a 
secure protocol for transport, and proper 
encryption strength to encrypt cardholder data. 
Connection requests from systems that do not 
support the required encryption strength, and 
that would result in an insecure connection, 
should not be accepted. 

Note that some protocol implementations 
(such as SSL, SSH v1.0, and early TLS) have 
known vulnerabilities that an attacker can use 
to gain control of the affected system. 
Whichever security protocol is used, ensure it 
is configured to use only secure versions and 
configurations to prevent use of an insecure 
connection—for example, by using only trusted 
certificates and supporting only strong 
encryption (not supporting weaker, insecure 
protocols or methods). 

Verifying that certificates are trusted (for 
example, have not expired and are issued from 
a trusted source) helps ensure the integrity of 
the secure connection. 

Generally, the web page URL should begin 
with "HTTPS" and/or the web browser display 
a padlock icon somewhere in the window of 
the browser. Many TLS certificate vendors also 
provide a highly visible verification seal—
sometimes referred to as a “security seal,” 
"secure site seal," or “secure trust seal”)—
which may provide the ability to click on the 
seal to reveal information about the website. 

Refer to industry standards and best practices 
for information on strong cryptography and 
secure protocols (e.g. NIST SP 800-52 and SP 
800-57, OWASP, etc.) 

Regarding use of SSL/early TLS: Entities using 
SSL and early TLS must work towards 
upgrading to a strong cryptographic protocol 
as soon as possible. Additionally, SSL and/or 
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 4.1.b Review documented policies and 
procedures to verify processes are specified 
for the following: 

• For acceptance of only trusted keys and/or 
certificates 

• For the protocol in use to only support 
secure versions and configurations (that 
insecure versions or configurations are not 
supported) 

• For implementation of proper encryption 
strength per the encryption methodology in 
use 

 

 4.1.c Select and observe a sample of inbound 
and outbound transmissions as they occur to 
verify that all cardholder data is encrypted with 
strong cryptography during transit. 

 

 4.1.d Examine keys and certificates to verify 
that only trusted keys and/or certificates are 
accepted. 

 

 4.1.e Examine system configurations to verify 
that the protocol is implemented to use only 
secure configurations and does not support 
insecure versions or configurations. 

 

 4.1.f Examine system configurations to verify 
that the proper encryption strength is 
implemented for the encryption methodology in 
use. (Check vendor recommendations/best 
practices.) 

 



 4.1.g For TLS implementations, examine 
system configurations to verify that TLS is 
enabled whenever cardholder data is 
transmitted or received. 

For example, for browser-based 
implementations: 

• “HTTPS” appears as the browser 
Universal Record Locator (URL) protocol, 
and 

• Cardholder data is only requested if 
“HTTPS” appears as part of the URL. 

 

 4.1.h For POS POI terminals (and the 
SSL/TLS termination points to which they 
connect) using SSL and/or early TLS and for 
which the entity asserts are not susceptible to 
any known exploits for those protocols: 

Confirm the entity has documentation (for 
example, vendor documentation, 
system/network configuration details, etc.) that 
verifies the devices are not susceptible to any 
known exploits for SSL/early TLS. 

 



 4.1.i For all other environments using SSL 
and/or early TLS: 

Review the documented Risk Mitigation and 
Migration Plan to verify it includes: 

• Description of usage, including what data 
is being transmitted, types and number of 
systems that use and/or support SSL/early 
TLS, type of environment; 

• Risk-assessment results and risk-reduction 
controls in place; 

• Description of processes to monitor for 
new vulnerabilities associated with 
SSL/early TLS; 

• Description of change control processes 
that are implemented to ensure SSL/early 
TLS is not implemented into new 
environments; 

• Overview of migration project plan 
including target migration completion date 
no later than June 30, 2016. 

 

4.1.1 Ensure wireless networks transmitting 
cardholder data or connected to the cardholder 
data environment, use industry best practices 
(for example, IEEE 802.11i) to implement 
strong encryption for authentication and 
transmission.  

Note: The use of WEP as a security control is 
prohibited. 

4.1.1 Identify all wireless networks transmitting 
cardholder data or connected to the cardholder 
data environment. Examine documented 
standards and compare to system 
configuration settings to verify the following for 
all wireless networks identified: 

• Industry best practices (for example, IEEE 
802.11i) are used to implement strong 
encryption for authentication and 
transmission. 

• Weak encryption (for example, WEP, SSL) 
is not used as a security control for 
authentication or transmission. 

Malicious users use free and widely available 
tools to eavesdrop on wireless 
communications. Use of strong cryptography 
can help limit disclosure of sensitive 
information across wireless networks. 

Strong cryptography for authentication and 
transmission of cardholder data is required to 
prevent malicious users from gaining access to 
the wireless network or utilizing wireless 
networks to access other internal networks or 
data. 
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4.2 Never send unprotected PANs by end-user 
messaging technologies (for example, e-mail, 
instant messaging, SMS, chat, etc.). 

4.2.a If end-user messaging technologies are 
used to send cardholder data, observe 
processes for sending PAN and examine a 
sample of outbound transmissions as they 
occur to verify that PAN is rendered 
unreadable or secured with strong 
cryptography whenever it is sent via end-user 
messaging technologies. 

E-mail, instant messaging, SMS, and chat can 
be easily intercepted by packet-sniffing during 
delivery across internal and public networks. 
Do not utilize these messaging tools to send 
PAN unless they are configured to provide 
strong encryption. 

Additionally, if an entity requests PAN via end-
user messaging technologies, the entity should 
provide a tool or method to protect these PANs 
using strong cryptography or render PANs 
unreadable before transmission. 

 4.2.b Review written policies to verify the 
existence of a policy stating that unprotected 
PANs are not to be sent via end-user 
messaging technologies. 

 



6.6 For public-facing web applications, address 
new threats and vulnerabilities on an ongoing 
basis and ensure these applications are 
protected against known attacks by either of 
the following methods: 

• Reviewing public-facing web applications 
via manual or automated application 
vulnerability security assessment tools or 
methods, at least annually and after any 
changes  

Note: This assessment is not the same as the 
vulnerability scans performed for Requirement 
11.2. 

• Installing an automated technical solution 
that detects and prevents web-based 
attacks (for example, a web-application 
firewall) in front of public-facing web 
applications, to continually check all traffic. 

6.6 For public-facing web applications, ensure 
that either one of the following methods is in 
place as follows: 

• Examine documented processes, interview 
personnel, and examine records of 
application security assessments to verify 
that public-facing web applications are 
reviewed—using either manual or 
automated vulnerability security 
assessment tools or methods—as follows: 

- At least annually 
- After any changes 
- By an organization that specializes 

in application security 
- That, at a minimum, all 

vulnerabilities in Requirement 6.5 
are included in the assessment 

- That all vulnerabilities are 
corrected 

- That the application is re-
evaluated after the corrections. 

• Examine the system configuration settings 
and interview responsible personnel to 
verify that an automated technical solution 
that detects and prevents web-based 
attacks (for example, a web-application 
firewall) is in place as follows: 

- Is situated in front of public-facing 
web applications to detect and 
prevent web-based attacks. 

- Is actively running and up to date 
as applicable. 

- Is generating audit logs. 
- Is configured to either block web-

based attacks, or generate an alert 
that is immediately investigated. 

Public-facing web applications are primary 
targets for attackers, and poorly coded web 
applications provide an easy path for attackers 
to gain access to sensitive data and systems. 
The requirement for reviewing applications or 
installing web-application firewalls is intended 
to reduce the number of compromises on 
public-facing web applications due to poor 
coding or application management practices. 

• Manual or automated vulnerability security 
assessment tools or methods review 
and/or test the application for 
vulnerabilities 

• Web-application firewalls filter and block 
non-essential traffic at the application 
layer. Used in conjunction with a network-
based firewall, a properly configured web-
application firewall prevents application-
layer attacks if applications are improperly 
coded or configured. This can be achieved 
through a combination of technology and 
process. Process-based solutions must 
have mechanisms that facilitate timely 
responses to alerts in order to meet the 
intent of this requirement, which is to 
prevent attacks.  

Note: “An organization that specializes in 
application security” can be either a third-party 
company or an internal organization, as long 
as the reviewers specialize in application 
security and can demonstrate independence 
from the development team. 
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8.1.4 Remove/disable inactive user accounts 
within 90 days. 

8.1.4 Observe user accounts to verify that any 
inactive accounts over 90 days old are either 
removed or disabled. 

Accounts that are not used regularly are often 
targets of attack since it is less likely that any 
changes (such as a changed password) will be 
noticed. As such, these accounts may be more 
easily exploited and used to access cardholder 
data. 

 8.1.6.b Additional testing procedure for service 
provider assessments only: Review internal 
processes and customer/user documentation, 
and observe implemented processes to verify 
that non-consumer customer user accounts 
are temporarily locked-out after not more than 
six invalid access attempts. 

Without account-lockout mechanisms in place, 
an attacker can continually attempt to guess a 
password through manual or automated tools 
(for example, password cracking), until they 
achieve success and gain access to a user’s 
account.  

Note: Testing Procedure 8.1.6.b is an 
additional procedure that only applies if the 
entity being assessed is a service provider. 

 8.2.1.d Additional testing procedure for service 
provider assessments only: Observe password 
files to verify that non-consumer customer 
passwords are unreadable during storage. 

Many network devices and applications 
transmit unencrypted, readable passwords 
across the network and/or store passwords 
without encryption. A malicious individual can 
easily intercept unencrypted passwords during 
transmission using a “sniffer,” or directly 
access unencrypted passwords in files where 
they are stored, and use this data to gain 
unauthorized access.  

Note: Testing Procedures 8.2.1.d and 8.2.1.e 
are additional procedures that only apply if the 
entity being assessed is a service provider. 

 8.2.1.e Additional testing procedure for service 
provider assessments only: Observe data 
transmissions to verify that non-consumer 
customer passwords are unreadable during 
transmission. 
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 8.2.3.b Additional testing procedure for service 
provider assessments only: Review internal 
processes and customer/user documentation 
to verify that non-consumer customer 
passwords are required to meet at least the 
following strength/complexity: 

• Require a minimum length of at least 
seven characters. 

• Contain both numeric and alphabetic 
characters. 

Strong passwords/phrases are the first line of 
defense into a network since a malicious 
individual will often first try to find accounts 
with weak or non-existent passwords. If 
passwords are short or simple to guess, it is 
relatively easy for a malicious individual to find 
these weak accounts and compromise a 
network under the guise of a valid user ID. 

This requirement specifies that a minimum of 
seven characters and both numeric and 
alphabetic characters should be used for 
passwords/phrases. For cases where this 
minimum cannot be met due to technical 
limitations, entities can use “equivalent 
strength” to evaluate their alternative. NIST SP 
800-63-1 defines “entropy” as “a measure of 
the difficulty of guessing or determining a 
password or key.” This document and others 
that discuss “password entropy” can be 
referred to for more information on applicable 
entropy value and for understanding equivalent 
password strength variability for 
passwords/phrases of different formats. 

Note: Testing Procedure 8.2.3.b is an 
additional procedure that only applies if the 
entity being assessed is a service provider. 

8.2.4 Change user passwords/passphrases at 
least once every 90 days. 

8.2.4.a For a sample of system components, 
inspect system configuration settings to verify 
that user password parameters are set to 
require users to change passwords at least 
once every 90 days. 

Passwords/phrases that are valid for a long 
time without a change provide malicious 
individuals with more time to work on breaking 
the password/phrase.  

Note: Testing Procedure 8.2.4.b is an 
additional procedure that only applies if the 
entity being assessed is a service provider. 
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 8.2.4.b Additional testing procedure for service 
provider assessments only: Review internal 
processes and customer/user documentation 
to verify that: 

• Non-consumer customer user passwords 
are required to change periodically; and 

• Non-consumer customer users are given 
guidance as to when, and under what 
circumstances, passwords must change. 

 

 8.2.5.b Additional testing procedure for service 
provider assessments only: Review internal 
processes and customer/user documentation 
to verify that new non-consumer customer user 
passwords cannot be the same as the 
previous four passwords. 

If password history isn’t maintained, the 
effectiveness of changing passwords is 
reduced, as previous passwords can be 
reused over and over. Requiring that 
passwords cannot be reused for a period of 
time reduces the likelihood that passwords that 
have been guessed or brute-forced will be 
used in the future.  

Note: Testing Procedure 8.2.5.b is an 
additional procedure that only applies if the 
entity being assessed is a service provider. 

8.5.1 Additional requirement for service 
providers only: Service providers with remote 
access to customer premises (for example, for 
support of POS systems or servers) must use 
a unique authentication credential (such as a 
password/phrase) for each customer.  

Note: This requirement is not intended to apply 
to shared hosting providers accessing their 
own hosting environment, where multiple 
customer environments are hosted.  

Note: Requirement 8.5.1 is a best practice until 
June 30, 2015, after which it becomes a 
requirement. 

8.5.1 Additional testing procedure for service 
provider assessments only: Examine 
authentication policies and procedures and 
interview personnel to verify that different 
authentication credentials are used for access 
to each customer. 

Note: This requirement applies only when the 
entity being assessed is a service provider. 

To prevent the compromise of multiple 
customers through the use of a single set of 
credentials, vendors with remote access 
accounts to customer environments should 
use a different authentication credential for 
each customer. 

Technologies, such as two-factor mechanisms, 
that provide a unique credential for each 
connection (for example, via a single-use 
password) could also meet the intent of this 
requirement. 
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9.2 Develop procedures to easily distinguish 
between onsite personnel and visitors, to 
include: 

• Identifying onsite personnel and visitors 
(for example, assigning badges) 

• Changes to access requirements 
• Revoking or terminating onsite personnel 

and expired visitor identification (such as 
ID badges). 

9.2.a Review documented processes to verify 
that procedures are defined for identifying and 
distinguishing between onsite personnel and 
visitors. 

• Verify procedures include the following: 
• Identifying onsite personnel and visitors 

(for example, assigning badges), 
• Changing access requirements, and 
• Revoking terminated onsite personnel and 

expired visitor identification (such as ID 
badges) 

Identifying authorized visitors so they are 
easily distinguished from onsite personnel 
prevents unauthorized visitors from being 
granted access to areas containing cardholder 
data. 

 9.2.b Examine identification methods (such as 
ID badges) and observe processes for 
identifying and distinguishing between onsite 
personnel and visitors to verify that: 

• Visitors are clearly identified, and 
• It is easy to distinguish between onsite 

personnel and visitors. 

 

 9.2.c Verify that access to the identification 
process (such as a badge system) is limited to 
authorized personnel. 

 

9.9.1 Maintain an up-to-date list of devices. 
The list should include the following: 

• Make, model of device 
• Location of device (for example, the 

address of the site or facility where the 
device is located) 

• Device serial number or other method of 
unique identification. 

9.9.1.a Examine the list of devices to verify it 
includes: 

• Make, model of device 
• Location of device (for example, the 

address of the site or facility where the 
device is located) 

• Device serial number or other method of 
unique identification. 

Keeping an up-to-date list of devices helps an 
organization keep track of where devices are 
supposed to be, and quickly identify if a device 
is missing or lost. 

The method for maintaining a list of devices 
may be automated (for example, a device-
management system) or manual (for example, 
documented in electronic or paper records). 
For on-the-road devices, the location may 
include the name of the personnel to whom the 
device is assigned. 
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 9.9.1.b Select a sample of devices from the list 
and observe devices and device locations to 
verify that the list is accurate and up to date. 

 

 9.9.1.c Interview personnel to verify the list of 
devices is updated when devices are added, 
relocated, decommissioned, etc. 

 

10.6 Review logs and security events for all 
system components to identify anomalies or 
suspicious activity.  

Note: Log harvesting, parsing, and alerting 
tools may be used to meet this Requirement. 

10.6 Perform the following: Many breaches occur over days or months 
before being detected. Regular log reviews by 
personnel or automated means can identify 
and proactively address unauthorized access 
to the cardholder data environment. 

The log review process does not have to be 
manual. The use of log harvesting, parsing, 
and alerting tools can help facilitate the 
process by identifying log events that need to 
be reviewed. 

10.6.1 Review the following at least daily: 

• All security events 
• Logs of all system components that store, 

process, or transmit CHD and/or SAD 
• Logs of all critical system components 
• Logs of all servers and system 

components that perform security 
functions (for example, firewalls, intrusion-
detection systems/intrusion-prevention 
systems (IDS/IPS), authentication servers, 
e-commerce redirection servers, etc.). 

10.6.1.a Examine security policies and 
procedures to verify that procedures are 
defined for reviewing the following at least 
daily, either manually or via log tools: 

• All security events 
• Logs of all system components that store, 

process, or transmit CHD and/or SAD 
• Logs of all critical system components 
• Logs of all servers and system 

components that perform security 
functions (for example, firewalls, intrusion-
detection systems/intrusion-prevention 
systems (IDS/IPS), authentication servers, 
e-commerce redirection servers, etc.) 

Checking logs daily minimizes the amount of 
time and exposure of a potential breach. 

Daily review of security events—for example, 
notifications or alerts that identify suspicious or 
anomalous activities—as well as logs from 
critical system components, and logs from 
systems that perform security functions, such 
as firewalls, IDS/IPS, file-integrity monitoring 
(FIM) systems, etc. is necessary to identify 
potential issues. Note that the determination of 
“security event” will vary for each organization 
and may include consideration for the type of 
technology, location, and function of the 
device. Organizations may also wish to 
maintain a baseline of “normal” traffic to help 
identify anomalous behavior. 

v3.1 � 2015-4-16 11:48 AM
Deleted: Checking logs daily minimizes the 
amount of time and exposure of a potential 
breach.

v3.1 � 2015-4-16 11:48 AM
Deleted: , or that could impact the security of 
CHD and/or SAD

v3.1 � 2015-4-16 11:48 AM
Deleted: , or that could impact the security of 
CHD and/or SAD

v3.1 � 2015-4-16 11:48 AM
Deleted: Many breaches occur over days or 
months before being detected. 



 10.6.1.b Observe processes and interview 
personnel to verify that the following are 
reviewed at least daily: 

• All security events 
• Logs of all system components that store, 

process, or transmit CHD and/or SAD 
• Logs of all critical system components 
• Logs of all servers and system 

components that perform security 
functions (for example, firewalls, intrusion-
detection systems/intrusion-prevention 
systems (IDS/IPS), authentication servers, 
e-commerce redirection servers, etc.). 

 

11.1 Implement processes to test for the 
presence of wireless access points (802.11), 
and detect and identify all authorized and 
unauthorized wireless access points on a 
quarterly basis. N 

ote: Methods that may be used in the process 
include but are not limited to wireless network 
scans, physical/logical inspections of system 
components and infrastructure, network 
access control (NAC), or wireless IDS/IPS. 
Whichever methods are used, they must be 
sufficient to detect and identify both authorized 
and unauthorized devices. 

11.1.c If wireless scanning is utilized, examine 
output from recent wireless scans to verify 
that: 

• Authorized and unauthorized wireless 
access points are identified, and 

• The scan is performed at least quarterly for 
all system components and facilities. 
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11.2 Run internal and external network 
vulnerability scans at least quarterly and after 
any significant change in the network (such as 
new system component installations, changes 
in network topology, firewall rule modifications, 
product upgrades).  

Note: Multiple scan reports can be combined 
for the quarterly scan process to show that all 
systems were scanned and all applicable 
vulnerabilities have been addressed. 
Additional documentation may be required to 
verify non-remediated vulnerabilities are in the 
process of being addressed.  

For initial PCI DSS compliance, it is not 
required that four quarters of passing scans be 
completed if the assessor verifies 1) the most 
recent scan result was a passing scan, 2) the 
entity has documented policies and 
procedures requiring quarterly scanning, and 
3) vulnerabilities noted in the scan results have 
been corrected as shown in a re-scan(s). For 
subsequent years after the initial PCI DSS 
review, four quarters of passing scans must 
have occurred. 

11.2 Examine scan reports and supporting 
documentation to verify that internal and 
external vulnerability scans are performed as 
follows: 

A vulnerability scan is a combination of 
automated or manual tools, techniques, and/or 
methods run against external and internal 
network devices and servers, designed to 
expose potential vulnerabilities that could be 
found and exploited by malicious individuals. 

There are three types of vulnerability scanning 
required for PCI DSS: 

• Internal quarterly vulnerability scanning by 
qualified personnel (use of a PCI SSC 
Approved Scanning Vendor (ASV) is not 
required) 

• External quarterly vulnerability scanning, 
which must be performed by an ASV 

• Internal and external scanning as needed 
after significant changes 

Once these weaknesses are identified, the 
entity corrects them and repeats the scan until 
all vulnerabilities have been corrected. 

Identifying and addressing vulnerabilities in a 
timely manner reduces the likelihood of a 
vulnerability being exploited and potential 
compromise of a system component or 
cardholder data. 

11.3.2 Perform internal penetration testing at 
least annually and after any significant 
infrastructure or application upgrade or 
modification (such as an operating system 
upgrade, a sub-network added to the 
environment, or a web server added to the 
environment). 

11.3.2.a Examine the scope of work and 
results from the most recent internal 
penetration test to verify that penetration 
testing is performed as follows. 

• Per the defined methodology 
• At least annually 
• After any significant changes to the 

environment. 
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11.3.4 If segmentation is used to isolate the 
CDE from other networks, perform penetration 
tests at least annually and after any changes 
to segmentation controls/methods to verify that 
the segmentation methods are operational and 
effective, and isolate all out-of-scope systems 
from systems in the CDE. 

11.3.4.a Examine segmentation controls and 
review penetration-testing methodology to 
verify that penetration-testing procedures are 
defined to test all segmentation methods to 
confirm they are operational and effective, and 
isolate all out-of-scope systems from systems 
in the CDE. 

Penetration testing is an important tool to 
confirm that any segmentation in place to 
isolate the CDE from other networks is 
effective. The penetration testing should focus 
on the segmentation controls, both from 
outside the entity’s network and from inside the 
network but outside of the CDE, to confirm that 
they are not able to get through the 
segmentation controls to access the CDE. For 
example, network testing and/or scanning for 
open ports, to verify no connectivity between 
in-scope and out-of-scope networks. 

 11.3.4.b Examine the results from the most 
recent penetration test to verify that: 

• Penetration testing to verify segmentation 
controls is performed at least annually and 
after any changes to segmentation 
controls/methods. 

• The penetration testing covers all 
segmentation controls/methods in use. 

• The penetration testing verifies that 
segmentation controls/methods are 
operational and effective, and isolate all 
out-of-scope systems from systems in the 
CDE. 
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11.5 Deploy a change-detection mechanism 
(for example, file-integrity monitoring tools) to 
alert personnel to unauthorized modification 
(including changes, additions, and deletions) of 
critical system files, configuration files, or 
content files; and configure the software to 
perform critical file comparisons at least 
weekly.  

Note: For change-detection purposes, critical 
files are usually those that do not regularly 
change, but the modification of which could 
indicate a system compromise or risk of 
compromise. Change-detection mechanisms 
such as file-integrity monitoring products 
usually come pre-configured with critical files 
for the related operating system. Other critical 
files, such as those for custom applications, 
must be evaluated and defined by the entity 
(that is, the merchant or service provider). 

11.5.a Verify the use of a change-detection 
mechanism within the cardholder data 
environment by observing system settings and 
monitored files, as well as reviewing results 
from monitoring activities. 

Examples of files that should be monitored: 

• System executables 
• Application executables 
• Configuration and parameter files 
• Centrally stored, historical or archived, log 

and audit files 
• Additional critical files determined by entity 

(for example, through risk assessment or 
other means). 

Change-detection solutions such as file-
integrity monitoring (FIM) tools check for 
changes, additions, and deletions to critical 
files, and notify when such changes are 
detected. If not implemented properly and the 
output of the change-detection solution 
monitored, a malicious individual could add, 
remove, or alter configuration file contents, 
operating system programs, or application 
executables. Unauthorized changes, if 
undetected, could render existing security 
controls ineffective and/or result in cardholder 
data being stolen with no perceptible impact to 
normal processing. 

 1.5.b Verify the mechanism is configured to 
alert personnel to unauthorized modification 
(including changes, additions, and deletions) of 
critical files, and to perform critical file 
comparisons at least weekly. 
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12.2 Implement a risk-assessment process 
that: 

• Is performed at least annually and upon 
significant changes to the environment (for 
example, acquisition, merger, relocation, 
etc.), 

• Identifies critical assets, threats, and 
vulnerabilities, and 

• Results in a formal, documented analysis 
of risk.  

Examples of risk-assessment methodologies 
include but are not limited to OCTAVE, ISO 
27005 and NIST SP 800-30. 

12.2.a Verify that an annual risk-assessment 
process is documented that: 

• Identifies critical assets, threats, and 
vulnerabilities 

• Results in a formal, documented analysis 
of risk 

A risk assessment enables an organization to 
identify threats and associated vulnerabilities 
with the potential to negatively impact their 
business. Resources can then be effectively 
allocated to implement controls that reduce the 
likelihood and/or the potential impact of the 
threat being realized. 

Performing risk assessments at least annually 
and upon significant changes allows the 
organization to keep up to date with 
organizational changes and evolving threats, 
trends, and technologies. 

 12.2.b Review risk-assessment documentation 
to verify that the risk-assessment process is 
performed at least annually and upon 
significant changes to the environment. 
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12.9 Additional requirement for service 
providers only: Service providers acknowledge 
in writing to customers that they are 
responsible for the security of cardholder data 
the service provider possesses or otherwise 
stores, processes, or transmits on behalf of the 
customer, or to the extent that they could 
impact the security of the customer’s 
cardholder data environment.  

Note: This requirement is a best practice until 
June 30, 2015, after which it becomes a 
requirement.  

Note: The exact wording of an 
acknowledgement will depend on the 
agreement between the two parties, the details 
of the service being provided, and the 
responsibilities assigned to each party. The 
acknowledgement does not have to include the 
exact wording provided in this requirement. 

12.9 Additional testing procedure for service 
provider assessments only: Review service 
provider’s policies and procedures and 
observe templates used for written agreements 
to confirm the service provider acknowledges 
in writing to customers that the service 
provider will maintain all applicable PCI DSS 
requirements to the extent the service provider 
possesses or otherwise stores, processes, or 
transmits cardholder data on behalf of the 
customer, or to the extent that they could 
impact the security of the customer’s 
cardholder data environment. 

Note: This requirement applies only when the 
entity being assessed is a service provider. 

In conjunction with Requirement 12.8.2, this 
requirement is intended to promote a 
consistent level of understanding between 
service providers and their customers about 
their applicable PCI DSS responsibilities. The 
acknowledgement of the service providers 
evidences their commitment to maintaining 
proper security of cardholder data that it 
obtains from its clients. 

The service provider’s internal policies and 
procedures related to their customer 
engagement process and any templates used 
for written agreements should include 
provision of an applicable PCI DSS 
acknowledgement to their customers. The 
method by which the service provider provides 
written acknowledgment should be agreed 
between the provider and their customers. 
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