
 

 

Introduction and PCI Data Security Standard Overview  

The Payment Card Industry Data Security Standard (PCI DSS) was developed to encourage and 
enhance cardholder data security and facilitate the broad adoption of consistent data security 
measures globally. PCI DSS provides a baseline of technical and operational requirements 
designed to protect account data. PCI DSS applies to all entities involved in payment card 
processing—including merchants, processors, acquirers, issuers, and service providers. PCI DSS 
also applies to all other entities that store, process or transmit cardholder data (CHD) and/or 
sensitive authentication data (SAD). Below is a high-level overview of the 12 PCI DSS 
requirements.  
 

PCI Data Security Standard – High Level Overview 

Build and Maintain a Secure 
Network and Systems 

1. Install and maintain a firewall configuration to protect 
cardholder data  

2. Do not use vendor-supplied defaults for system 
passwords and other security parameters  

Protect Cardholder Data 3. Protect stored cardholder data  

4. Encrypt transmission of cardholder data across open, 
public networks  

Maintain a Vulnerability 
Management Program 

5. Protect all systems against malware and regularly 
update anti-virus software or programs 

6. Develop and maintain secure systems and applications  

Implement Strong Access 
Control Measures 

7. Restrict access to cardholder data by business need to 
know 

8. Identify and authenticate access to system components 

9. Restrict physical access to cardholder data 

Regularly Monitor and Test 
Networks 

10. Track and monitor all access to network resources and 
cardholder data 

11. Regularly test security systems and processes 

Maintain an Information 
Security Policy  

12. Maintain a policy that addresses information security for 
all personnel 

 

This document, PCI Data Security Standard Requirements and Security Assessment Procedures, 
combines the 12 PCI DSS requirements and corresponding testing procedures into a security 
assessment tool. It is designed for use during PCI DSS compliance assessments as part of an 
entity’s validation process. The following sections provide detailed guidelines and best practices 
to assist entities prepare for, conduct, and report the results of a PCI DSS assessment. The PCI 
DSS Requirements and Testing Procedures begin on page 15.  

PCI DSS comprises a minimum set of requirements for protecting account data, and may be 
enhanced by additional controls and practices to further mitigate risks, as well as local, regional 
and sector laws and regulations. Additionally, legislation or regulatory requirements may require 
specific protection of personal information or other data elements (for example, cardholder 
name). PCI DSS does not supersede local or regional laws, government regulations, or other 
legal requirements. 
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PCI DSS Applicability Information  

PCI DSS applies to all entities involved in payment card processing—including merchants, 
processors, acquirers, issuers, and service providers. PCI DSS also applies to all other entities 
that store, process, or transmit cardholder data and/or sensitive authentication data.  

Cardholder data and sensitive authentication data are defined as follows:  
 

Account Data 

Cardholder Data includes: Sensitive Authentication Data includes:  

• Primary Account Number (PAN)  
• Cardholder Name  
• Expiration Date  
• Service Code  

• Full track data (magnetic-stripe data or  
equivalent on a chip)  

• CAV2/CVC2/CVV2/CID  
• PINs/PIN blocks  

 

The primary account number is the defining factor for cardholder data. If cardholder name, 
service code, and/or expiration date are stored, processed or transmitted with the PAN, or are 
otherwise present in the cardholder data environment, they must be protected in accordance with 
applicable PCI DSS requirements.  

PCI DSS requirements apply to organizations where account data (cardholder data and/or 
sensitive authentication data) is stored, processed or transmitted. Some PCI DSS requirements 
may also be applicable to organizations that have outsourced their payment operations or 
management of their CDE1. Additionally, organizations that outsource their CDE or payment 
operations to third parties are responsible for ensuring that the account data is protected by the 
third party per the applicable PCI DSS requirements.  

The table on the following page illustrates commonly used elements of cardholder and sensitive 
authentication data, whether storage of each data element is permitted or prohibited, and whether 
each data element must be protected. This table is not exhaustive, but is presented to illustrate 
the different types of requirements that apply to each data element.  
 
[Table] 
 
PCI DSS Requirements 3.3 and 3.4 apply only to PAN. If PAN is stored with other elements of 
cardholder data, only the PAN must be rendered unreadable according to PCI DSS Requirement 
3.4.  
Sensitive authentication data must not be stored after authorization, even if encrypted. This 
applies even where there is no PAN in the environment. Organizations should contact their 
acquirer or the individual payment brands directly to understand whether SAD is permitted to be 
stored prior to authorization, for how long, and any related usage and protection requirements.  
Scope of PCI DSS Requirements  

The PCI DSS security requirements apply to all system components included in or connected to 
the cardholder data environment. The cardholder data environment (CDE) is comprised of 
people, processes and technologies that store, process, or transmit cardholder data or sensitive 
authentication data. “System components” include network devices, servers, computing devices, 
and applications. Examples of system components include but are not limited to the following:  

• Systems that provide security services (for example, authentication servers), facilitate 
segmentation (for example, internal firewalls), or may impact the security of (for example, 
name resolution or web redirection servers) the CDE.  

                                                        
1 In accordance with individual payment brand compliance programs 
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• Virtualization components such as virtual machines, virtual switches/routers, virtual 
appliances, virtual applications/desktops, and hypervisors.  

• Network components including but not limited to firewalls, switches, routers, wireless 
access points, network appliances, and other security appliances.  

• Server types including but not limited to web, application, database, authentication, mail, 
proxy, Network Time Protocol (NTP), and Domain Name System (DNS).  

• Applications including all purchased and custom applications, including internal and 
external (for example, Internet) applications.  

• Any other component or device located within or connected to the CDE.  
The first step of a PCI DSS assessment is to accurately determine the scope of the review. At 
least annually and prior to the annual assessment,  

the assessed entity should confirm the accuracy of their PCI DSS scope by identifying all 
locations and flows of cardholder data, and identify all  

systems that are connected to or, if compromised, could impact the CDE (for example, 
authentication servers) to ensure they are included in the  

PCI DSS scope.  

To confirm the accuracy of the defined CDE, perform the following:  

• The assessed entity identifies and documents the existence of all cardholder data in their 
environment, to verify that no cardholder data exists outside of the currently defined CDE.  

• Once all locations of cardholder data are identified and documented, the entity uses the 
results to verify that PCI DSS scope is appropriate (for example, the results may be a 
diagram or an inventory of cardholder data locations).  

• The entity considers any cardholder data found to be in scope of the PCI DSS 
assessment and part of the CDE. If the entity identifies data that is not currently included 
in the CDE, such data should be securely deleted, migrated into the currently defined 
CDE, or the CDE redefined to include this data.  

 

The entity retains documentation that shows how PCI DSS scope was determined. The 
documentation is retained for assessor review and/or for reference during the next annual PCI 
DSS scope confirmation activity.  

For each PCI DSS assessment, the assessor is required to validate that the scope of the 
assessment is accurately defined and documented. 
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Use of Third-Party Service Providers / Outsourcing  

A service provider or merchant may use a third-party service provider to store, process, or 
transmit cardholder data on their behalf, or to manage components such as routers, firewalls, 
databases, physical security, and/or servers. If so, there may be an impact on the security of the 
cardholder data environment.  

Parties should clearly identify the services and system components which are included in the 
scope of the service provider’s PCI DSS assessment, the specific PCI DSS requirements covered 
by the service provider, and any requirements which are the responsibility of the service 
provider’s customers to include in their own PCI DSS reviews. For example, a managed hosting 
provider should clearly define which of their IP addresses are scanned as part of their quarterly 
vulnerability scan process and which IP addresses are their customer’s responsibility to include in 
their own quarterly scans.  

Service providers are responsible for demonstrating their PCI DSS compliance, and may be 
required to do so by the payment brands. Service providers should contact their acquirer and/or 
payment brand to determine the appropriate compliance validation.  

There are two options for third-party service providers to validate compliance:  

1) Annual assessment: Service providers can undergo an annual PCI DSS assessment(s) on 
their own and provide evidence to their customers to demonstrate their compliance; or  

2) Multiple, on-demand assessments: If they do not undergo their own annual PCI DSS 
assessments, service providers must undergo assessments upon request of their customers 
and/or participate in each of their customer’s PCI DSS reviews, with the results of each review 
provided to the respective customer(s)  

If the third party undergoes their own PCI DSS assessment, they should provide sufficient 
evidence to their customers to verify that the scope of the service provider’s PCI DSS 
assessment covered the services applicable to the customer and that the relevant PCI DSS 
requirements were examined and determined to be in place. The specific type of evidence 
provided by the service provider to their customers will depend on the agreements/contracts in 
place between those parties. For example, providing the AOC and/or relevant sections of the 
service provider’s ROC (redacted to protect any confidential information) could help provide all or 
some of the information.  

Additionally, merchants and service providers must manage and monitor the PCI DSS 
compliance of all associated third-party service providers with access to cardholder data. Refer to 
Requirement 12.8 in this document for details.  
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Instructions and Content for Report on Compliance  

Instructions and content for the Report on Compliance (ROC) are now provided in the PCI DSS 
ROC Reporting Template.  

The PCI DSS ROC Reporting Template must be used as the template for creating the Report on 
Compliance. The assessed entity should follow each payment brand’s respective reporting 
requirements to ensure each payment brand acknowledges the entity’s compliance status. 
Contact each payment brand or the acquirer to determine reporting requirements and 
instructions.  

  

PCI DSS Assessment Process  

1. Confirm the scope of the PCI DSS assessment.  

2. Perform the PCI DSS assessment of the environment, following the testing procedures for 
each requirement.  

3. Complete the applicable report for the assessment (i.e., Self-Assessment Questionnaire (SAQ) 
or Report on Compliance (ROC)), including documentation of all compensating controls, 
according to the applicable PCI guidance and instructions.  

4. Complete the Attestation of Compliance for Service Providers or Merchants, as applicable, in 
its entirety. Attestations of Compliance are available on the PCI SSC website.  

5. Submit the SAQ or ROC, and the Attestation of Compliance, along with any other requested 
documentation—such as ASV scan reports—to the acquirer (for merchants) or to the payment 
brand or other requester (for service providers).  

6. If required, perform remediation to address requirements that are not in place, and provide an 
updated report.  
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Compensating Controls Worksheet – Completed Example 

Use this worksheet to define compensating controls for any requirement noted as being “in place” 
via compensating controls. 

Requirement Number: 8.1.1 – Are all users identified with a unique user ID before allowing them 
to access system components or cardholder data? 

 Information Required Explanation 

1. Constraints List constraints 
precluding compliance 
with the original 
requirement.  

Company XYZ employs stand-alone Unix Servers 
without LDAP. As such, they each require a “root” 
login. It is not possible for Company XYZ to 
manage the “root” login nor is it feasible to log all 
“root” activity by each user.  

2. Objective  Define the objective of 
the original control; 
identify the objective met 
by the compensating 
control.  

The objective of requiring unique logins is twofold. 
First, it is not considered acceptable from a 
security perspective to share login credentials. 
Secondly, having shared logins makes it 
impossible to state definitively that a person is 
responsible for a particular action.  

3. Identified Risk Identify any additional 
risk posed by the lack of 
the original control.  

Additional risk is introduced to the access control 
system by not ensuring all users have a unique ID 
and are able to be tracked.  

4. Definition of 
Compensating 
Controls 

Define the 
compensating controls 
and explain how they 
address the objectives 
of the original control 
and the increased risk, if 
any.  

Company XYZ is going to require all users to log 
into the servers using their regular user accounts, 
and then use the “sudo” command to run any 
administrative commands. This allows use of the 
“root” account privileges to run pre-defined 
commands that are recorded by sudo in the 
security log. In this way, each user’s actions can 
be traced to an individual user account, without the 
“root” password being shared with the users.  

5. Validation of 
Compensating 
Controls 

Define how the 
compensating controls 
were validated and 
tested.  

Company XYZ demonstrates to assessor that the 
sudo command is configured properly using a 
“sudoers” file, that only pre-defined commands can 
be run by specified users, and that all activities 
performed by those individuals using sudo are 
logged to identify the individual performing actions 
using “root” privileges.  

6. Maintenance Define process and 
controls in place to 
maintain compensating 
controls.  

Company XYZ documents processes and 
procedures to ensure sudo configurations are not 
changed, altered, or removed to allow individual 
users to execute root commands without being 
individually identified, tracked and logged.  
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